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Database Defense-in-Depth

Access Control

• Oracle Database Vault

• Oracle Label Security

• Oracle Advanced Security

• Oracle Secure Backup

• Oracle Data Masking

Encryption and Masking 

Auditing and Monitoring

• Oracle Audit Vault

• Oracle Configuration Management

• Oracle Total Recall
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Oracle Database Vault                       
Business Drivers

• Outsourcing / Database Consolidation
• Reduce costs without sacrificing security

• Enforce separation of duty controls inside the database

• Simplify Privacy and Compliance
• Prevent audit findings 

• Prevent unauthorized database changes

• Enforce operational controls inside the database

• Prevent unauthorized access to sensitive application data
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Oracle Database Vault
Separation of Duties & Privileged User Controls

• DBA separation of duties

• Limit powers of privileged users

• Securely consolidate application data

• No application changes required

• Works with Oracle Exadata V2 Database Machine

Procurement

HR

Finance

Application

select * from finance.customers

DBA
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Oracle Database Vault
Multi-Factor Access Control Policy Enforcement

• Protect application data and prevent application by-pass

• Enforce who, where, when, and how using rules and factors

• Out-of-the box policies for Oracle applications, customizable

Procurement

HR

RebatesApplication



Oracle Database Vault
Built-In Factors

• User Factors

• Name

• Authentication type

• Session User

• Proxy Enterprise Identity

• Network Factors

• Machine name

• Client IP

• Network Protocols

• Extensible

• Define custom factors

• Database Factors

• Database IP

• Database Instance

• Database Hostname

• Database SID

• Runtime Factors

• Language

• Date

• Time
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Oracle Database Vault                        
Command Rules

• Alter table

• Alter trigger

• Alter package

• Alter tablespace

• Connect / login

• Create table

• Create index

• Create view

• Drop table

• Drop user

• Drop index

• Truncate table

• ….

• ....

• ….



Oracle Database Vault
Reports

• Built-in Auditing and Reporting

• Realm violation audit report built-in shows attempts 
to access Realm protected data 

• Privileges reports such as who has the DBA role

• Other reports

• 2 dozen other Database Vault and security reports

• Easy to administer

• Web interface and API
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Oracle Database Vault
Out-of-the-Box Protections For Applications

• Prevent DBA from accessing 
application data

• Pre-built policies include 
realms and command rules

• Complements application 
security

• Transparent to existing 
applications

• Customizable

Oracle E-Business Suite 
11i / R12 

PeopleSoft Applications 

Siebel, i-Flex

JD Edwards Enterprise One

SAP

Infosys Finacle
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Oracle Database                                  
Common Data Center Architectures

Oracle 
Database

Application 
Server / Internet 

Traditional 
Thick Clients

Adhoc Query 
Tools 
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Oracle Database Without Database Vault

HR RealmFin Realm

Applications Application Schemas

User Definitions

View Definitions

Oracle Database 
Dictionary

Role Definitions

Table Definitions

Auditing

Widget

Other

HRFin

Application 
Server / Internet 

Traditional 
Thick Clients

Adhoc Query 
Tools 
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Oracle Database Vault Architecture

Default Realms

Factors

Database Vault 
Security Dictionary 
Owned by DVSYS

Separation of Duty

Command Rules

DV Audit

Applications Application Schemas

User Definitions

View Definitions

Oracle Database 
Dictionary

Role Definitions

Table Definitions

Auditing

Widget

Other

HRFin

Application 
Server / Internet 

Traditional 
Thick Clients

Adhoc Query 
Tools 
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Oracle Database Vault Architecture

Default Realms
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Oracle Database Vault Architecture

Default Realms
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<Insert Picture Here>

Demo #1:

Protecting application data from privileged

users using Realms







Database Vault Administration Page
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Step 1. Defining a Realm
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Step 2. Adding Protected Schema
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<Insert Picture Here>

Demo #2:

Creating a Trusted Path - Limiting connection from 
non-application server IP addresses using 
Command Rules



Limit Access to Specific IP Addresses 
Creating a Command Rule
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List of Allowed IP Addresses
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Connection Blocked from Other IP 
Addresses
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<Insert Picture Here>

Oracle Database Vault Customers



Absa Group Limited

Premlin Pillay, Head of Group Information Services at Absa:

"Oracle Database Vault provides a security solution inside the Oracle Database, which enables our 
existing applications to comply with these and possibly future regulations without much customisation, 
...”
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Challenge

Solution

Results

• Meet internal and external compliance requirements

• Streamline data management, consolidate applications

• Protect the privacy and security of very sensitive data

“With this new solution provided by Oracle our highly sensitive 

personal data is now protected against unauthorized access.  

We therefore were able, to integrate our hr applications into 

our centralized IT and save cost.”

Detlev Althaus, Deutsche Apotheker

• Oracle Database Vault

– Separation of Duties

– Realms and Command Rules to restrict DBAs access to data

– Consolidate multiple applications into one DB

Financial Customer

Customer Profile
-Annual revenue €39.283 Billion
-Over 2000 employees
-Located in Dusseldorf, Germany

We will put an 
industry 

relevant image 
here
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Challenge

Solution

Results

• Meet internal and external compliance requirements

• Streamline data management, consolidate applications

• Protect the privacy and security of very sensitive data

“Our aim is to have the most secure database systems in our industry which 

protect our client data and our business from internal and external threats. 

The Oracle security components underpinning our standard Oracle 

security configuration bring a new level of assurance to our senior 

management and audit teams.”

Akash Gharu, Global Database Services Manager

• Oracle Database Vault

– Separation of Duties

– Realms and Command Rules to restrict DBAs access to data

– Consolidate multiple applications into one DB

Financials Customer

Customer Profile
-Annual revenue $312 million
-Over 1000 employees
-Located in London, United Kingdom

We will put an 
industry 

relevant image 
here
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Challenge

Solution

Results

• Meet internal and external compliance requirements

• Prevent privileged user access to sensitive data

• Enhance security without rebuilding the application code

“We used Oracle’s database security solutions to resolve internal security 

issues, a common challenge for financial institutions. Oracle Database 

Vault offers internal controls that help secure human resources data, while 

Oracle Advanced Security has automated encryption functions that further 

protects sensitive information.” – Jung HakSoo, Deputy Manager, 

Infrastructure Development Department, Daewoo Securities

• Oracle Database Vault and Oracle Advanced Security

– Separation of Duties

– Realms and Command Rules to restrict DBAs access to data

– Use Transparent Data Encryption for encryption

Financial Customer

Customer Profile
-Investment banking and brokerage service
-Over 3000 employees
-Located in Seoul, Korea

We will put an 
industry 

relevant image 
here
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Challenge

Solution

Results

• Meet internal and external compliance requirements - NERC

• Protect the privacy and security of SAP sensitive data

• Prevent any tampering of data by privileged users

• Ensure compliance with regulations – NERC Regulations

• Reduce the risk of data breaches and impropriety

• Enhance SAP Application Availability by gaining confidence that no 

user can change database objects without the Security 

Administrator’s approval 

• Oracle Database Vault
– Apply Database Vault Protections for SAP

– Realms and Command Rules to restrict DBAs access to sensitive data

– Multi-Factor authorization to further enhance data security

SAP Utility Customer – Hydro One

“Oracle Database Vault is helping Hydro One to further address regulatory 

compliance,” said Norman Crook, Director IT Service Delivery, Hydro One 
Networks Inc. “With Oracle Database Vault, Hydro One is positioned to 
complete the final stages of the SAP security roadmap, further 
strengthening the security policies safeguarding our data.”

We will put an 
industry 

relevant image 
here
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Summary

• Restrict full access of privileged users

• Restrict access to application data stored in the database

• Enforce Separation of duty controls

• Easily implement environment based access control

• User parameters

• Network parameters

• Database parameters

• Applying on existing applications

• Highly transparent

• Minimal performance impact

• Less than 5%

35



36

For More Information

oracle.com/database/security

search.oracle.com

database security
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