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Database Defense-in-Depth

Encryption and Masking

* Oracle Advanced Security
* Oracle Secure Backup
* Oracle Data Masking

Access Control

e Oracle Database Vault

* Oracle Label Security

Auditing and Monitoring

* Oracle Audit Vault

Encryption and Masking

* Oracle Configuration Management

Access Control * Oracle Total Recall

Auditing and Monitoring
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Oracle Audit Vault

Business Drivers

e Detective controls

e Monitor privileged application user accounts.

e Audit non-application access to sensitive data (credit card, financial
data, Pll data etc).

e Enforce application security controls.

e Compliance Reporting

e Eliminate costly and complex scripts for reporting.
e Reduce reporting costs for specific compliance audits.
e SOX, PCI, HIPAA, SAS 70, STIG .

ORACLE
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Oracle Audit Vault
Trust-but-Verify

Consolidate and Secure
Audit Data

Out-of-the Box
Compliance Reports

Alert on / l:i
Security Threats Sybase
% ASE
Lower IT Costs With li
Entitlements & Audit Policies ':i IBM
Oracle
Database Microsoft DB2

SQL Server
ORACLE
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Oracle Audit Vault

Heterogeneous database Support

e Oracle Database Auditing
e Collect audit data from Audit Tables, OS file, Syslog and redo log

e Microsoft SQL server versions 2000, 2005, & 2008

e Collect Server Side trace, C2 auditing and Windows Event viewer
audit.

e IBM DB2 8.2 - 9.5 on Linux, Unix, Windows

e Extract binary audit files into a trace file

e Sybase ASE 12.5.4 -15.0.x

e Utilize the native audit tables

ORACLE
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.Secure & Scalable Audit Warehouse

e Audit Warehouse
e Uses Oracle Data Warehouse Technologies
e Enable Bl and analysis

e Performance and Scalability
e Built-in partitioning
e Database compression
e Scales to Terabytes
e Certified with Oracle RAC

* Protected with Built-in Security
e Encrypted audit data transmission
e Separation of Duty provided by Database Vault
e Audit Vault Administrator
e Audit Vault Auditor

ORACLE
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Oracle Audit Vault 10.2.3.2
Default Reports

CRACLE Emerprise Manager 10g

Audit Vault Audit Reports

Default Reports Compliance Reports Custom Reports Generated Reports Entitlement Snapshots

Access Reports Entitlement Reports Alert Reports
Activity Overview User Accounts All Alerts
- Data Access User Accounts by Soeurce Critical Alerts
Databaze Vault Warning Alerts
Distributed Databaze User Privileges
Procedure Executions User Privileges by Source
User Sessions

Uszer Profiles
Management Activity Reports User Profiles by Source

Databaze Roles

& ,, Account Management
o
Q"' AudE Commands Databaze Roles by Source
I DObject Management
Procedure Management
Rale and Priviege Management

System Management

Svystem Privileges
Svystem Privileges by Source

] Object Privileqes
System Exception Reports Obiect Privileges by Source

Exception Activity

Y/ Invalid Audit Record Activity Privieged Uzers
Uncateqorized Activity Privileged Users by Source
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Activity Overview

Oracle Audit Vault

Consolidated Reports Span Enterprise Databases

[rows 15 ] (G0 .,

Event Time
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User Entitlement Reports
Oracle Databases

e Report all user accounts, roles, and privileges

e Retrieve a snapshot of user entitlement data

e Compare changes in user accounts and privileges
e View SYSDBA/SYSOPER privileges

e Searching capabilities

e Regulations: SOX, PCI, HIPAA, SAS 70, STIG

ORACLE
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.Database User Privileges Report

CORACLE Enterprise Manager 10g

Audit Vault

Default Reports i Custom R

nap=hots

User Privileges

‘,:’Jrl |Fl.|:|ws|5EIIII V|[GD]1&‘,

e

k-4

= ¥ User/Role ="PJOMNES

User / Role Privilege Hole Grantor
PAYROLL.CRACLE. WM LATEST PJONES USER CONMMNECT
PAYROLL.CRACLE. WM LATEST PJONES USER DBA
PAYROLL.CRACLE. WM LATEST PJONES USER RESCURCE
PAYROLL.CRACLE. WM LATEST PJONES USER ALTER SCOTT DEPT SCOTT
PAYROLL.CRACLE. WM LATEST PJONES USER ALTER SCOTT EMP SCOTT
PAYROLL.CRACLE. WM LATEST PJONES USER ALTER USER
PAYROLL.CRACLE WM LATEST PJONES USER CREATE DATABASE LINK
PAYROLL.CRACLE WM LATEST PJONES USER CREATE SESSION
PAYROLL.CRACLE WM LATEST PJONES USER CREATE USER
PAYROLL.ORACLE. WM LATEST PJONES USER DEBUG COTT DEFPT COTT
PAYROLL.ORACLE. WM LATEST PJONES USER DEBUG COTT EMF COTT
PAYROLL.ORACLE. WM LATEST PJONES USER DELETE COTT DEFPT COTT
PAYROLL.CRACLE. WM LATEST PJONES USER DELETE COoOTT EMF COoOTT
PAYROLL.CRACLE. WM LATEST PJONES USER DROF PUBLIC DATABASE LIMK
PAYROLL.CRACLE. WM LATEST PJONES USER DROP USER
PAYROLL.CRACLE. WM LATEST PJONES USER FLASHBAC COoOTT DEPT COoTT
PAYROLL.CRACLE. WM LATEST PJONES USER FLASHBAC COoOTT EMP COoTT
PAYROLL.CRACLE WM LATEST PJONES USER INDEZX COTT DEFPT COTT
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User Account Details
Account, Roles, System/Object Privileges

U==r HR

Labsl LSTEST
Source PAY ROLL . ORSCLE R

< Account >

— Account Status EII=N
 Dorawt rabiespace BELGE

~ vemporary Tabiespace (L

Initial Consumer Resource Grous EIIZ NI TSV W=T-T-TV
BN = 1 jo/2008 02:41:22 Am
S prome CIEIERS

_ Externai name

meal Mamee

RESOURCE | S MES

rowedsy 1 — 1 o=F 1
B ———

AL TER SESSITR >

CREATE DATABASASE LIMNE s

CREATE SECUENTCE r

TREATE SESSIOR | S

TREATE SRR R | S

CREATE WIEWW >

UNLIMMITED TABLESFSCE >

rew=s 1 - F ofFf 7

Orbject Privileges

Tabxle HMarme

DBMMS S TATS

Srantable

- e Coluwrmre M amee

rows{s) 1 - 1 —=F 1
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.Out-of-the-box Compliance Reports

PCl Financial Health Care
Widget's PCI Reports

EPHI Related Data Access
Audit Setting Changes

Credit Card Related Data Access Financial Related Data Access

l - Audt Sefting Changes

Financial Related Data lodificationz

% Before/After Values Aud Sefting Changes Before/After Values
Database Failed Loging Before/After Values Database Failed Loging
Databaze Login/Logoff Databasze Failed Loging Database Login/Logoff
Database Logoff Database Login/Logoff Database Logoff
Database Logon Database Logoff Database Logon
Database Startup/Shutdown Database Logon Database startup/Shutdown
Deleted Obigcts Database Starup/3hutdown Deleted Objects
Program Changes Program Changes Schema Changes
Schema Changes Schema Changes System Events
Syatem Events Syatem Events
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Reports Management
Schedule, Retention, Notification, Attestation

eate or Schedule PDF Re
Catsgory Mams: Access Reports Rsport Mams: Activity Overnview

Run: (™3 Immediately (&) Specify Schedule () Select Schedule

Run Time [ 12 [%]] [00 (3] [AM (8| Timezene [-07:00 (3]

Repeat | Weeakly et |

Interval (Wesks) |1
Start Date
[10/5/2008 ==
End Dats [ ]
Daws of Weesk men [d7ue Cwved Cvne O Fri Csat Csun

w |wears [2 [~ | months

(#» Motification (» Attachment

Template: | —Mo Template—

~ | Profile: | —Mo Profile— |

| Cc:l |

To e-mail: |

Add to List

Profile Hame To Coc Template HName Template Type Delete
Security Team Report Notification Template Report Motification ﬂ
awing auditors need to attest to this report

ANVALUDITOR
AVREPORTLUSER MARK

% | TEEDMAR —

N -

4k

o
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Oracle Audit Vault Alerts

Threat Detection with Custom Alerts

e Alerts can be defined for
Alert Severity Summary

e Creating users on sensitive systems Al by sevedly, across ol soumces

Role grants on sensitive systems W Warning

W Critizal

“DBA” grants on all systems

Failed logins for application users

Directly viewing sensitive columns

e Add workflow for alerts

e Track alerts

e Drill down from the dashboard
e Send alerts to distribution lists

ORACLE
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.Integration with Email / SMS / Remed

= Subject: Audit Vault Alert: Create User2 : PAYROLL.ORACLEVM
From: Audit Vault <nore racle.com:

Date: 9:19 AM
To: tammy.bednar@orade.com

FRM: Audit Vault
SUBJ: Audit Vault Alert :

Attribute Value Create User
Alert Name Create_User2 MSG: Create User occurred
Alert Time 02-OCT-09 04.17.09.667035 PM
On PAYROLL.ORACLE.CO
Alert Stas v @ 02-Oct-09 11:07:10 AM
. -Oct- :07:
Object TAMMY
Alert Severity Critical
Client Host 0d4“pd4'0ra'de'm Showing 1 - 192 of 192 Preferenc
Client Host IP Incident D%+ Reported Date+
INC000000000170  TEST_ALERT® fired for Source avsource on Object AE_ROLE1.AlertSta Assigned High 20 Allbrook Allen Calbro Services: 10/1/2008 11:47:37 PH
Event CREATE USER INCO0D000000171  TEST_ALERTS fired for Source avzource on Object AE_ROLE1.AlertSta Azsigned High 20 Allbrook Allen Calbro Services 10/2/2009 5:51:35 AN
OS User Name oracle INC000000000172  Create_Uzer2:PAYROLL ORACLEWN Aszignzd High 20 Allbrook Allen Calbro Services 10/2/2008 8;
INCO00000000173  CreateUzer:PAYROLL.ORACLE WM Aszigned High 2 Allbrook Allen Calbro Services 10/2/2008 8:55:
User Name PJONES INCO00000000174  CreateUserPAYROLL ORACLE VM Assigned High 20 Alborock Allen Calbro Services 101212008 8
INCO00000000175  CreateUzer:PAYROLL.ORACLE VM Azzignzd High 20 Allbrook Allen Calbro Services 10/2/2009 8:55:34 AN
Source Name PAYROLL.ORACLE.VM INCO00000000176  CreatelserPAYROLL.ORACLEVI Assigned Hgh 20 Allorock Allen Calbro Services 10/2/2008 85535 Al
Desc:[ipﬁon Generate alert for create user INCOO0000000177  Create_UserZ:PAYROLL.ORACLE.WNM Azzigned High 20 Allbrook Allen Calbro Services 10/2/2008 8:55:40 AM
INC000000000178  Create_UserZ:PAYROLL ORACLEWN Aszignzd High 20 Allbrook Allen Calbro Services 10/2/2009 3:13:07 AN
Trouble Ticket ID < |
Trouble Ticket Time report | sekctal | Deseectan || peee |
= Identification and 25t | Resolution and Ingident Clasure
URL hitp-//oeldupd4 oracle vm:5707/av/console! —— Recording Dia Recovery
- " .
:; Assign o We > | | Work Detail ‘ Date/System ‘

Auto Asgil INCO00000000176
:'J e sesiin Incident 10" 1 entries returned - 1 entries matched Refresh
Broadcastingident | | S0P falbrp Services -l File Login ID i
Customer's Allbrook, Allen oo Customer Comr Createllzer:PAYROLL.ORACLE Deme 10/2/2008 €
Contact™s L 00
- — ~
Incident Matching Notes http:/ioel4updd.oracle. vm:ST07

iaviconsole
/f2p=T700:33::N0::P33_ALERT_

Template+ ’— View Create Report History
Summary* CreatellssrPAYROLL.ORACLE M) 5 Assigned Group®s Support j
r ————— | assignee- Bob Baxter - Aam

© 2009 Oracle Corporation
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Oracle Audit Vault Policies

Centralized Management of Audit Policies

* Policy definition :ﬁi' Oracle
* Named, centrally managed, collection of Audit Vault
audit settings .

e Policy audit settings I_I_I
e Settings can be extracted from an

existing database with auditing
e Manual entry supported

e Policy provisioning Privilege SOX Audit Privacy
L . User Audit Settings Audit
e Policies applied to databases from the Settings Settings

Audit Vault console

e Policy maintenance

° Compare and contrast approved policy
with current settings
HR Fmanmal Customer
Database Database Database
ORACLE
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Oracle Audit Vault

Application Certification

e Applications are validated by Default

e Database auditing is underneath the Application

e Application User Auditing

e Application can set the database “Client Identifier” to tie application user
with application shared account

e Database Auditing can be used to monitor
e Audit base application tables and views
* Privileged user operations in the database (logins, user/table create)

ORACLE
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. Setting Client Identifier

e Track the application user
e Any application running on Oracle database can set the client identifier

S

Application sets
\ client_info to User A
User A l F‘rocurement

connects
racle Audit Record
pplication Payroll uses

r Server
E / Finance

Application resets
client_info to User B Oracle

User B Database

connects

ORACLE
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Oracle Audit Vault

Application Integration

1. Turn on database auditing

e Set the database parameters = audit_trail, audit_trail dest,
audit_sys_operations

2. Determine the application tables to audit
e audit <table> by access;
* FGA audit policy
3. Configure Oracle Audit Vault to collect the database
audit trail

Setup alerts in Audit Vault
5. View Reports

ORACLE
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Oracle Audit Vault
PeopleSoft Application Integration

COIRACL & Enterprise Manager 10g
Aaaudit Vault

Default Reports Compliance Reports Cu=stom Reports Generated Reports teport Schedules Entitlement Snap=shots

[+] Exclude Mull Values [ | Displayed Column ° complete monitoring of Who

executed a transaction from

Hoet  malimost1.va. oracis com application to database

Yersion 11.1.0.7.0
IP Address 130.35.164.234

= Ewvent
Audit Wault Time 1081252009 023:2:49 AM .
Ewvent Time 101252009 08:2:31 &M
_EventTime 1001212009 05:2:31 A e Useris the database
Ewvent DELETE

Catcuory  DaTa accEss authenticated user

Source Event T

= Target

Owener S SADM
Target PSROLEUSER

= Client'User Information ® OS User is operating system

authenticated user

= Statement
SCHM  2Sszeszz
Bind variables [FlieHCRN= #2120 T raining BUdoet Adminisirater | . . . .
sSOL Text DELETE FROM PSROLEUSER_WVWW WHERE OPRID=:1 AND ROLEMAME=2 @ Cllent ID |S the appllcatlon

Statement ID 1335

- semmion authenticated user that

= Other

session D 17520202 executed the command

Transaction ID 07001 S00ES330000

All times arse UTC-07:00

ORACLE
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Oracle Audit Vault

eBusiness Suite

CRACLE Enterprise Manager 104
Audit Vault Home

Default Reports Compliance Reports Custom Reportz Generated Reports Report Schedules Entitiement Snapshots

« Client ID is the
application authenticated
<X | Rows[15_w] & user that executed the

Data Access

command
* |f client id is null, need to

E ¥ EventTime is in the last 24 hours *

Ewvent Status User Client 1D

VIS1211.US.ORACLE.COM WF_LOCAL_USER_ROLES UPDATE 0 APPS SYSADMIN investigate that this is a
VI51211.US.ORACLE.COM  WF_LOCAL_USER_ROLES UFDATE 0 AFPS SYSADMIN connection di rectly to the
VIS1211.US.ORACLE.COM  WF_LOCAL_USER_ROLES UFDATE O AFPS SYSADMIN database, not th roug h
VIS1211.US.ORACLE.COM ~ WF_LOCAL_USER_ROLES INSERT O APPS SYSADMIN ool :E»-1am|:i€«ations1 1/200% 11:5:25 P
VIS1211.US.ORACLE.COM  WF_LOCAL_USER_ROLES UFDATE 0O ARPS SYSADMIN  cofisvi®usorsclzcom  10/11/2009 10:58:58 FIM
VIS1211 US ORACLECOM  WF_LOCAL_USER_ROLES UFDATE O ARPS SYSADMIN  cofi=vi® iz orsclz com  10/11/200% 10-58:28 FI
VIS1211 US ORACLECOM  WF_LOCAL_USER_ROLES UFDATE O ARPS SYSADMIN eu18 Uz orsclz com  10/11/2008 10°55:54 B
VIS1211.US.ORACLE.COM  WF_LOCAL_USER_ROLES UFDATE 0 AFPS SYSADMIN =v18uscraclz.com  10/11/2009 10:55:52 FM
PAYROLL.ORACLE VM INVENTORIES SELECT 0 AFPS 14updé cracle vm 10/11/2009 10:52:17 PM
FAYROLL.ORACLE VM INVENTORIES SELECT 0 AFPS Paul Jones 14updd cracle vm 10/11/2009 10:52:17 PM
PAYROLL.ORACLE VM CUSTOMERS DELETE UNKNOWN:FGA OEF celéupds oracle v 10/11/2009 10:52:17 PM
PAYROLL.ORACLE VM CUSTOMERS INSERT  UNKNOWN:FGA OEF celéupds oracle v 10/11/2009 10:52:17 PM
PAYROLL.ORACLE VM CUSTOMERS UPDATE UNKNOWN:FGA OEF celéupds oracle v 10/11/2009 10:52:17 PM
PAYROLL DRACLE VM ORDERS UPDATE UNKNOWN:FGA OF seléupds aracle v 10/11/2009 10:52:17 PM
PAYROLL.ORACLE VM SALES SELECT UNKNOWN:FGA FJONES celdupds oracle vm 10/11/2009 10:52:3 FM

1-15 (»



Oracle Audit Vault
Audit Trail Clean-Up: DBMS_AUDIT_MGMT

e Automatically deletes audit trails from target after they are
securely inserted into Audit Vault

e Reduces DBA manageability challenges with audit trails
e Supports audit trail cleanup for all databases

‘ "

1) Transfer audit trail data

-

@ | | | | |
2) Delete older ! W

audit records

ORACLE
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.What Do You Need To Audit?

Database PCI | HIPAA/
SOX Baselll | FISMA | GLBA
Audit Requirements e8| alnidels
Accounts, Roles & GRANT changes [ [ [ o ® o
Failed Logins and other Exceptions [ o [ o o o
Privileged User Activity [ [ [ ® o ®
Access to Sensitive Data (SELECTs...) [ [ @ ® ®
Data Changes (INSERT, UPDATE, ...) [ ®
Schema Changes (DROP, ALTER...) o o o ® ® ®

ORACLE
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Auditing Resources
Impact on CPU performance

e Original workload CPU 1.08% for 10 audit/sec case
e Original workload CPU 1.56% for 100 audit/sec case

di Database Audit Vault Database Audit Vault

Audit auditing / No collection auditing / No collection
Source Audit Vault turned on Audit Vault turned on

10 records /| 10 records/ | 100 records /| 100 records

Audit Load second second second / second

OS Log 0.08% 0.7% 0.15% 2.7%

DB Audit 0.13% 0.5% 1.6% 3.4%

Redo 0% 3.7% 0% 8.2%

© 2009 Oracle Corporation
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*Internal testing: Source: 4x32GB 3GHz Intel Xeons RHEL3.0, running 2 Oracle Database 10.2.0.3.0

AV Server: 2x6GB 3GHz Intel Xeons RHEL3.0, AV Server 10.2.2.0.0




Oracle Audit Vault 10.2.3.2

Summary

e Consolidate and secure audit data
e Oracle 9i Release 2 and higher
e SQL Server 2000, 2005, & 2008
e [BM DB2UDB&8.5-9.2
e Sybase ASE 12.5.4-15.0.x
e Secure and scalable
e Cleanup of source Oracle audit data

e Centralized reporting
e Compliance reports for PCI, SOX, & HIPAA

e Entitlement Reports stSaEse
e PDF, Scheduling, & Attestation l:i
J
. IBM
e Alert on security threats Oracle DB2
e Integration with email & Remedy Database S“(’I)ifrgesx;r
ORACLE
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. For More Information

search.oracle.com

Search for: In the section:

ldatabase security Al . BJ Refine Seardh

oracle.com/database/security

ORACLE
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