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Database Defense-in-Depth

Access Control

•Oracle Database Vault

•Oracle Label Security

• Oracle Advanced Security

• Oracle Secure Backup

• Oracle Data Masking

Encryption and Masking 

Auditing and Monitoring

•Oracle Audit Vault

• Oracle Configuration Management

• Oracle Total Recall
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Oracle Audit Vault
Business Drivers

• Detective controls

• Monitor privileged application user accounts.

• Audit non-application access to sensitive data (credit card, financial 
data, PII data etc).

• Enforce application security controls.

• Compliance Reporting

• Eliminate costly and complex scripts for reporting.

• Reduce reporting costs for specific compliance audits.

• SOX, PCI, HIPAA, SAS 70, STIG .
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Database
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DB2Microsoft 
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Oracle Audit Vault
Trust-but-Verify

Sybase 
ASE

Consolidate and Secure 
Audit Data

Out-of-the Box 
Compliance Reports

Alert on 
Security Threats

Lower IT Costs With 
Entitlements & Audit Policies
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Oracle Audit Vault
Heterogeneous database Support

• Oracle Database Auditing

• Collect audit data from Audit Tables, OS file, Syslog and redo log

• Microsoft SQL server versions 2000, 2005, & 2008 

• Collect Server Side trace, C2 auditing and Windows Event viewer 
audit.

• IBM DB2 8.2 - 9.5 on Linux, Unix, Windows

• Extract binary audit files into a trace file

• Sybase ASE 12.5.4  - 15.0.x

• Utilize the native audit tables
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Secure & Scalable Audit Warehouse

• Audit Warehouse

• Uses Oracle Data Warehouse Technologies 

• Enable BI and analysis

• Performance and Scalability

• Built-in partitioning

• Database compression

• Scales to Terabytes

• Certified with Oracle RAC

• Protected with Built-in Security

• Encrypted audit data transmission

• Separation of Duty provided by Database Vault

• Audit Vault Administrator

• Audit Vault Auditor
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Oracle Audit Vault 10.2.3.2                     
Default Reports
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Oracle Audit Vault 
Consolidated Reports Span Enterprise Databases
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User Entitlement Reports 
Oracle Databases

• Report all user accounts, roles, and privileges

• Retrieve a snapshot of user entitlement data

• Compare changes in user accounts and privileges

• View SYSDBA/SYSOPER privileges

• Searching capabilities

• Regulations: SOX, PCI, HIPAA, SAS 70, STIG
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Database User Privileges Report
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User Account Details
Account, Roles, System/Object Privileges
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Out-of-the-box Compliance Reports
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Reports Management
Schedule, Retention, Notification, Attestation
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Oracle Audit Vault Alerts
Threat Detection with Custom Alerts

• Alerts can be defined for

• Creating users on sensitive systems

• Role grants on sensitive systems

• “DBA” grants on all systems

• Failed logins for application users

• Directly viewing sensitive columns

• ….

• Add workflow for alerts

• Track alerts

• Drill down from the dashboard

• Send alerts to distribution lists
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Integration with Email / SMS / Remedy

FRM: Audit Vault

SUBJ: Audit Vault Alert :

Create User

MSG: Create User occurred 

On PAYROLL.ORACLE.COM

@ 02-Oct-09 11:07:10 AM
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Oracle Audit Vault Policies
Centralized Management of Audit Policies

• Policy definition

• Named, centrally managed, collection of 

audit settings

• Policy audit settings

• Settings can be extracted from an 

existing database with auditing

• Manual entry supported

• Policy provisioning

• Policies applied to databases from the 

Audit Vault console

• Policy maintenance

• Compare and contrast approved  policy 

with current settings

SOX Audit 
Settings

Privilege 
User Audit 
Settings

Privacy 
Audit 
Settings

Financial 
Database

Customer 
Database

HR 
Database

Oracle 
Audit Vault
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Oracle Audit Vault
Application Certification

• Applications are validated by Default

• Database auditing is underneath the Application

• Application User Auditing

• Application can set the database “Client Identifier” to tie application user 

with application shared account

• Database Auditing can be used to monitor 

• Audit base application tables and views

• Privileged user operations in the database (logins, user/table create)
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Setting Client Identifier

User A 

connects

User B 

connects

OracleOracle

Application Application 

ServerServer

Oracle

Database

• Track the application user

• Any application running on Oracle database can set the client identifier

Application sets 

client_info to User A

Application resets 

client_info to User B

Audit Record 
uses 
client_identifier
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Oracle Audit Vault                        
Application Integration

1. Turn on database auditing

• Set the database parameters � audit_trail, audit_trail_dest, 

audit_sys_operations

2. Determine the application tables to audit

• audit <table> by access;

• FGA audit policy

3. Configure Oracle Audit Vault to collect the database 

audit trail

4. Setup alerts in Audit Vault

5. View Reports
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Oracle Audit Vault                        
PeopleSoft Application Integration

• Complete monitoring of who 
executed a transaction  from 
application to database

• User is the database 
authenticated user

• OS User is operating system 
authenticated user

• Client ID is the application 
authenticated user that 
executed the command
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Oracle Audit Vault                        
eBusiness Suite

• Client ID is the 
application authenticated 
user that executed the 
command

• If client id is null, need to 
investigate that this is a 
connection directly to the 
database, not through 
application



© 2009 Oracle Corporation

Oracle Audit Vault 
Audit Trail Clean-Up: DBMS_AUDIT_MGMT

• Automatically deletes audit trails from target after they are 

securely inserted into Audit Vault

• Reduces DBA manageability challenges with audit trails

• Supports audit trail cleanup for all databases

Database

1) Transfer audit trail data

2) Delete older
audit records
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What Do You Need To Audit?

Database

Audit Requirements
SOX

PCI 
DSS

HIPAA/
HITECH

Basel II FISMA GLBA

Accounts, Roles & GRANT changes ●●●● ●●●● ●●●● ●●●● ●●●● ●●●●

Failed Logins and other Exceptions ●●●● ●●●● ●●●● ●●●● ●●●● ●●●●

Privileged User Activity ●●●● ●●●● ●●●● ●●●● ●●●● ●●●●

Access to Sensitive Data (SELECTs…) ●●●● ●●●● ●●●● ●●●● ●●●●

Data Changes (INSERT, UPDATE, …) ●●●● ●●●●

Schema Changes (DROP, ALTER…) ●●●● ●●●● ●●●● ●●●● ●●●● ●●●●



© 2009 Oracle Corporation

Auditing Resources
Impact on CPU performance

• Original workload CPU 1.08% for 10 audit/sec case

• Original workload CPU 1.56% for 100 audit/sec case

Database 

auditing / No 

Audit Vault

Audit Vault 

collection 

turned on

Database 

auditing / No 

Audit Vault

Audit Vault 

collection 

turned on

Audit Load

10 records / 
second

10 records / 
second

100 records / 
second

100 records 
/ second

OS Log 0.08% 0.7% 0.15% 2.7% 

DB Audit 0.13% 0.5% 1.6% 3.4% 

Redo 0%   3.7% 0% 8.2% 

Audit 
Source

*Internal testing:  Source: 4x32GB 3GHz Intel Xeons RHEL3.0, running 2 Oracle Database 10.2.0.3.0 

AV Server: 2x6GB 3GHz Intel Xeons RHEL3.0, AV Server 10.2.2.0.0 
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Oracle Audit Vault 10.2.3.2
Summary

• Consolidate and secure audit data

• Oracle 9i Release 2 and higher

• SQL Server 2000, 2005, & 2008

• IBM DB2 UDB 8.5 - 9.2

• Sybase ASE 12.5.4 - 15.0.x

• Secure and scalable

• Cleanup of source Oracle audit data

• Centralized reporting

• Compliance reports for PCI, SOX, & HIPAA

• Entitlement Reports 

• PDF, Scheduling, & Attestation

• Alert on security threats

• Integration with email & Remedy

Oracle 
Database

IBM 
DB2

Microsoft 
SQL Server

Sybase 
ASE
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For More Information

oracle.com/database/security

search.oracle.com

database security
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